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Communication Theory of Secrecy Systems*

By C. E. SHANNON

1. INTRODUCTION AND SUMMARY

THE problems of cryptography and secrecy systems furnish an interest-
ing application of communication theory.! In this paper a theory of
secrecy systems is developed. The approach is on a theoretical level and is
intended to complement the treatment found in standard works on cryp-
tography.* There, 2 detailed study is made of the many standard types of
codes and ciphers, and of the ways of breaking them. We will be more con-
cerned with the general mathematical structure and properties of secrecy
systems.

The treatment is limited in certain ways. First, there are three general
types of secrecy system: (1) concealment systems, including such methods
as invisible ink, concealing a message in an innocent text, or in a fake cover-
ing cryptogram, or other methods in which the existence of the message is
concealed from the enemy; (2) privacy systems, for example speech inver-
sion, in which special equipment is required to recover the message; (3)
“true” secrecy systems where the meaning of the message is concealed by
cipher, code, etc., although its existence is not hidden, and the enemy is
assumed to have any special equipment necessary to intercept and record
the transmitted signal. We consider only the third type—concealment
systems are primarily a psychological problem, and privacy systems a
technological one.

Secondly, the treatment is limited to the case of discrete information,
where the message to be enciphered consists of a sequence of discrete sym-
bols, each chosen from a finite set. These symbols may be letters in a lan-
guage, words of a language, amplitude levels of a “quantized” speech or video
signal, etc., but the main emphasis and thinking has been concerned with
the case of letters.

The paper is divided into three parts. The main results will now be briefly
summarized. The first part deals with the basic mathematical structure of
secrecy systems. As in communication theory a language is considered to

* The material in this paper appeared originally in a confidential report “A Mathe-

mtxcal Thaory of Crypcl\%imphy" dated Sept. 1 1945, which has now been declassified.
Theory of Cammumea.mm," Bell System Technical
J«mmal July 1 , . 379; Oct. 1948, p. 623,

. See for exa.mple, HF Gaines, “Elementary Cryptanalysis,” or M. Givierge, “Cours
de Crypmgraphle 2
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A Mathematical Theory of Communication
By C. E. SHANNON

INTRODUCTION

HE recent development of various methods of modulation such as PCM

and PPM which exchange bandwidth for signal-to-noise ratio has in-
tensified. the interest in a general theory of communication. A basis for
such a theory is contained in the important papers of Nyquist! and Hartley?
on this subject. In the present paper we will extend the theory to include a
number of new factors, in particular the effect of noise in the channel, and
the savings possible due to the statistical structure of the original message
ahd due to the nature of the final destination of the information.

The fundamental problem of communication is that of reproducing at
one point either exactly or approximately a message selected at another
point. Frequently the messages have meaning; that is they refer to or are
correlated according to some system with certain physical or conceptual
entities. These semantic aspects of communication are irrelevant to the
engineering problem. The significant aspect is that the actual message is
one selected from a sel of possible messages. The system must be designed
to operate for each possible selection, not just the one which will actually
be chosen since this is unknown at the time of design.

If the number of messages in the set is finite then this number or any
monotonic function of this number can be regarded as a measure of the in-
formation produced when one message is chosen from the set, all choices
being equally likely. As was pointed out by Hartley the most natural
choice is the logarithmic function. Although this definition must be gen-
eralized considerably when we consider the influence of the statistics of the
message and when we have a continuous range of messages, we will in all
cases use an essentially logarithmic measure. ’

The logarithmic measure is more convenient for various reasons:

1. It is practically more useful. Parameters of engineering importance

! Nyquist, H., ““Certain Factors Affecting Telegraph Speed,” Bell System Technical Jour-
nal, Apnl 1924 p 324; “Certain Topics in Telegraph Transmission %heory,"A I.E.E.
Twm v. 47, Apnl 1928

617.
192’ 8Harl:lsezy, R. V.L., Tmnsmxssxon of Information,” Bdl System Technical Journal, July
» P-

379

AWY

AT

L ackcCe —{—m&q feun
Ae. A4+ Y



L(&ﬂ\y N‘/CQU{ST
1889 -4976

1 rangmis I ‘ n : 5
oW O—p Lv\‘gdﬁwahd\/\ . CCAF\'Q—Q\— -%qd"org CLH-Q(_Hua_ le\ej&*aPL f’)ﬁQ(J»

Bd\ g:f dl“" ?T;JA M‘(mg ’I@m«f iCB'LX Rell K‘j rewa T’e(,ﬁv\c{,c& T:T(U’V\cie AQZY4
Va PRT\MM m Ul <on 'fﬁcély;

e {9k

o Coctam T ogicg o Tg,leg
Tranfachims ATE



pare Dee 79 199

case ¥ 3 P4 2T

5 , ‘*“Ma sl airl A6,
ek} m’mfat-{f&c

o 2 /8" JT, ™ aE‘.-"#'EP = 4HE Bl wd

Fp = zozswes™d

' o g0 el

: v Tal
TRPI N i@R W,f;ék

.J’ﬂ*l"m&%{e a‘r..



ANDRET KOLMDGOROV

ALAN TURING

NORBEET WIENER — TOMN VON NEUMAKN
A942 - 4954 A903%. A987F

P 4 80%_4a5T



LE PROBLEME -- -

4] &

\ﬁ P

~.

INFORMATION

SOURCE TRANSMITTER RECEIVER "DESTINATION
S S > >
SIGNAL RECEIVED
_ | SIGNAL
ME SSAGE A ME SSAGE
NOISE
SOURCE

Fig. 1—Schematic diagram of a general communication system. (\ Shamnon, 1548 )
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3. THE SERIES OF APPROXIMATIONS TO ENGLISH

y h) >
/.L—- —~ & a i / 1 é:— A m t# 1:[’ * ﬁ To give a visual idea of how this series of processes approaches a language,
] Hﬁ —ﬁ Y% o5 /\‘ i ;—A;%- r & 2 A l\ typical sequences in the approximations to English have been constructed
? S— = and are given below. In all cases we have assumed a 27-symbol “alphabei,”
) the 26 letters and a space.

- HYPoTHESE SIMPLSTE {RERNOULLI) .

. First-order approximation (symbols independent but with frequencies

N
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Zero-order approximation (symbols independent and equi-probable).
XFOML RXKHRJFFJUJ ZLPWCFWKCY]
FFJEYVKCQSGXYD QPAAMKBZAACIBZLHIQD

of English text). . "
OCRO HLI RGWR NMIELWIS EU LL NBNESEBYA TH EEI
ALHENHTTPA OOBTTVA NAH BRL :

- Second-order approximation (digram structure as in English).

ON IE ANTSOUTINYS ARE T INCTORE ST BE S DEAMY
ACHIN D ILONASIVE TUCOOWE AT 'TEASONARE FUSO
TIZIN ANDY TOBE SEACE CTISBE

. Third-order approximation (trigram structure as in English).

IN NO IST LAT WHEY CRATICT FROURE BIRS GROCID
PONDENOME OF DEMONSTURES OF THE REPTAGIN TS
REGOACTIONA OF CRE :

. First-Order Word Approximation. Rather than continue with tetra-

gram, -+~ , n-gram structure it is easier and better to jump at this

point to word units. Here words are chosen independently but with

their appropriate frequencies. ? '
REPRESENTING AND SPEEDILY IS AN GOOD APT OR
COME CAN DIFFERENT NATURAL HERE HE THE A IN
CAME THE TO OF TO EXPERT GRAY COME TO FUR-
NISHES THE LINE MESSAGE HAD BE THESE.

. Second-Order Word Approximation. The word transition probabil-

ities are correct but no further structure is included.
THE HEAD AND IN FRONTAL ATTACK ON AN ENGLISH
WRITER THAT THE CHARACTER OF THIS POINT IS
THEREFORE ANOTHER METHOD FOR THE LETTERS
THAT THE TIME OF WHO EVER TOLD THE PROBLEM
FOR AN UNEXPECTED

The resemblance to ordinary English text increases quite noticeably at
each of the above steps. Note that these samples have reasonably good
structure out to about twice the range that is taken into account in their

usually be fitted into good sentences. In (6) sequences of four or more

\d L4 i ,—n—-.‘ T M& ﬁi fg construction. Thus in (3) the statistical process insures reasonable text
L 4 g @ GN/ IF] m t l OA/ /E S A for two-letter sequence, but four-letter sequences from the sample can

N/INTERV(ENT FAS.
W q EEIEYG AN

{ %23 (QN
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15. ExAMPLE oF A DiscreTE CHANNEL AND Its CAracCITY

A simple example of a discrete channel is indicated in Fig. 11. There
are three possible symbols. The first is never affected by noise. The second
and third each have probability p of coming through undisturbed, and ¢

of being changed into the other of the pair. We have (letting« = — [p log
orq=t) p
\P+c( = i TRANSMITTED 9 RECEIVED
/ SYMBOLS ] SYMBOLS
p

Fig. 11—FExample of a discrete channel. (gl;qa)(hou\ /((f (f-g )
-~ 7

- = il =
TOUT MESSAGE PEUT ETRE REPRESENTE PAR ONE SUITE

CL,L az - —_— - CL')/\-’L Q’Vl ) O(j’ a‘_‘ et Odl&i (B‘Tg)
a A = o 4 >3
T AEIREFR - =t S, JF il

A1



KK ®
LA LOI DES GRANDS NOMBRES

TEU DE PILE OV FACE : SUITES A&y --=-- &, DE

' ¢ RERT LANCE RS [N DEPENDANTS - (BERNOULI )

) Fﬁ\ceu) 5: 004 0004410 20000 L~
?("o\m\xu{ﬁ? > [’(‘ob\q\,,{(;?e/ﬂ:/j_-F = & ;\‘\:- %% P2

R R
JT PLUS GRANDE

AVEC UE PRORARILITE DAUTH
LS EST GRAMD,

SuiTeS TyPlQue P
\ W S\ (DUE L& NOUMBRE T DE [AN E&.
!l H[g& Fd‘o\)c&w’ﬁ% LA SWTE COUTI‘F/\IDI?H} VEIUV\?ROI\} //)1/ Ofg
s ewvikon g A
$. B b 57 AR
S N wkn  ® 'opDRE DES (ANCERS NIWTERENANT PAL,
4 ;9 ’Pm /[\/1 LES SUITES TyPIQUES o1 ToJuTeSL BV IRON
s - ﬁ 4 LA M%ME PIQO@A@;U‘ Tb—// ALORS @06 L,G‘UJFMBE
’E’ (\'] g‘Z —,gg '(é]‘ﬁé@ DES AUTRES A OKE PﬂOl;ﬂZ}u"f? Temppni VR O
I W N TEwD VERS LIoo

ARAEER (RN RFFET)



v L'ENTROPIE
Rt (020550070 = 2T

I SZX yneSiage agent T, OF M A
ARE % o s (B T pgs
anfa x4 B 2 DA LA TR ER
a
Probabilile (wessege Grigee) = 2 (“ﬁ(\’“’/\ g
ik & Tz prit, Toy= g™ =l 50
' n—=>¢oC

K(F)" —plgp-qtye= F@"?f%m%
ok cor Ae—?twd"c' ‘G/E/\/TROI (E

5 E 2y R & /\’\751

Daug Ra_Suike, nous Lerons comme & Res - wariblen pes

ﬁ(/]%’(\](ﬁ%&, bR B



DoU LON DEDUIT UN RESULTAT CLE :
/\A\? £ HVELA‘* ’“/"’ =4 ﬁz(z@éé,ﬂ .

'€ QUIPARTITION A:we‘mnwz DE LA ProBARILITE
AT ‘é~<@4 V4T #FM o

OV L'enTROPIE COMME CAV/%C(/C bé cOMPRET O )

(S = ERED)

: [ 2, MEWAGCES
X el : ” "N(‘\'_: -,:. / N‘QN l}/y%@uéj
N < PN oy /' ". /
. [ A v U i ,//
- fai S BB

ALPHAECJ {O/i} V\Q\(r . /p UéS Leu@ ?ROG’F@W*E /DTALE
s L mesghoes TG 2 1863 FEE % —vo

TR % . RD G R

/\m/\/{ CH &CUN UUE /’ﬂoﬁ%!buglv

’l\ 71" FRE ,z’ A 2R




REMARQUE . G i

S f’aépha%e{—ﬂ & Lelies A/‘) iy z)_
avee Res pabaliCifs PPy = Zp. A,
Celle (/Q/\ab\jf— L rFJ\quSL e /Q/e,ut(d\,ue, 4

\l——(AL&(hw /PA»/) é?%i\
L & %E]«Af TN T H A,

]}11&7\—\?7& e zg?::i’

K’f_"“\?}/]/”\/b/\w,/\”‘] —E,;
HA) = '@L(T'U /)4/"~* PF&TR




3 HI0 E ER R %25 (BIHFT

'DECJ'A CHEZ ROLTZMANN

A % N :
N= £ N; pafiteales dicting uableg
= A <

: f r] ! r &
/\/ P&rﬁo&,\%@&f CLUCQU%—‘ ( eMQV‘%nQ t;

IF = T 2 A
MACROE’F&T‘ k Naj; ===, Ay j\ N onexg R t:éNCC{,
ik éf : .
-’,' X : > ] - y ¢ Y /M A
REALSE DE W= M/}f T FAGONS (MIGROETATS )

'ig\wwddg)\awgc@«e VIR (clrecill Betl \
(= ,{/LG-OTL/Q)“&{M‘P -r’e\e‘(mcrdlww‘?uy\ 13073 M&CAOQIR\;‘ ;

<L N GRAXD, MAMM{fé/Z W EEVENT A MAXIMGE({

TR = N f Qe v S
, QCT%WN MTQL (P "/\>’L Ny ? L"?WM&W M"mt ASkly —A%06
A,
LA ;UAx«Mz:Af/aA/ Souj (A wﬂ’lﬁvw’—é = FE -0 T PLIQUE
LE{ ‘FSRMUM?J CLamauEl - ﬁemer%a VQoge“UQ "Q“@Q\“
1 ~ABY i
N o . - A€
.'\;>~: £ = A = o é = 5
{ee A = ot / j & = — =g =
: ;:1@’ L% é{e’kbg'
I ‘




5008 LA FowclioN EXTROAE

The entropy in the case of two possibilities with probabilities p and ¢ =
1 — p, namely
H=—(plogp+qlogg)
is plotted in Fig. 7 as a function of p.
The quantity H has a number of interesting properties which further sub-
stantiate it as a reasonable measure of choice or information.

—
—

/ N

1/ \
1 \
I \

3 & S- .8 T .8
P
Fig. 7—Entropy in the case of two possibilities with probabilities p and (1 — p)
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A.G. CLAVIER

Evaluation of Transmission Efficiency According to

) Hartley’s Expression of Information Content™
: By A. G. CLAVIER

Federal Tek scation L

HE EFFICIENCY of any transmission
system can be estimated as the ratio
I of the amount of information obtained
in the reproduced message at the receiving
end to the total amount of information that
could. have been transmitted theoretically in
the propagation medium for the bandwidth
and sigpal-to-noise ratio necessitated by the
signals actually utilized. The amount of in-
formation is evaluated according to the expres-
sion given by R. V. L. Hartley for telegraphic
signals, extended to the case of telephony and
the presence of noise. The transmission efficiency
thus defined is calculated for the main pulse-
transmission systems (pulse-amplitude modula-
tion, pulse-time medulation, pulse-count modula-
tion, puised-frequency modulation) under certain
assumptions. The various expressions obtained
are helpful in the comparison between those
systems, though it must not be overlooked that
simplicity and cost of eguipment will undoubt-
edly introduce other factors in the final choice
for any given transmission problem,

1. General

To arrive at an evaluation of the amount of
information conveyable through any type of
transmission system, Hartley! started with the
consideration of what would now be called pulse-
amplitude-modulated (telegraphic) signals.

Let 7o pulses be transmitted per second, each

pulse having one of S discrete levels. The number
of distinct sequences that can occur during 2
transmission time of # seconds is S*. The meas-
ure of the amount of information that such a
system is capable of transmitting is felt to be a

* Presented, New York Section, Institute of Radio
Engineers, New York, New York, Navember 12, 1947,

1R. V. L. Har‘_t‘l;y, “Transmission of Information,”
lBgag&Syxlm Technical Journal, v. 1, pp. 535-563; July,

5 g% 3, Nulley, New Jersey

function of this number of sequences, Barrin
any analysis of the psychological content of th
message, which these signals are meant to con
vey, it becomes intuitive that this measure shoul
be proportional to the time during which th
transmission takes place. This determines at onc
the type of function to be used, so that, accord
ing to Hartley, the measure of the amount ¢
information the signals can convey is expressed b;

H=ko-log S*t=Ekg-n,-i-l0g S,

ko being a constant that, together with the bas
of the logarithms used, defines the value of .
conventional unit of information.

This definition is easily extended to the cas
of the 7, pulses belonging to 7. separate chan
pels. The pulses pertaining to any one channe
are divided into #, subframes per second, am
each subframe in its turn includes n pulses o
digits. It is obvious that the total amount ¢
information is then

™ H=kq o then-t-10g S,

and is thus equal to s, times the amount ¢
information assigneq to any individual channe!

These signals, however, will have to be trans
mitted through a certain path, which may in
clude wire transmission lines, lumped circnits
and radio links. A certain number of errors ma;
be introduced during that transmission. Thes
errors may result from a number of causes, som
originating in the physical properties of the pat!
itself, such as signal distortion and interferenc
as well as from thermal noise. Others may com
from outside, such as interference from othe
transmissions or atmospherics. Moreover, th
number of errors may depend on meteorologics
factors, such as temperature and humidity
leading to fuctuating distortion or fading phe
nomena. To secure a sufficiently correct reprc
duction of the “message” at the receiving end
it will thus be necessary to adopt a minimun
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du bruil erratique dans un sysiéme de transmission ¢ bande passante limitée.

Note de M. Jacoues Larwone. (o nS€ A 3Lf.g )

Soit un signal s(¢) de durée T, défini parsa densité spectrale d’énergie S(f).
Ce signal peut étre transmis sans distorsion exagérée  travers un circuit de
bande passante W pourvu que la quasi-totalité de I'énergie soit comprise dans
labande 0 /< W. Le bruit erratique, de densité spectrale B(f) = const.,
a pour effet d’introduire dans la mesure de la composante S(f) une incer-
titude AS( f)=@. D’autre part, si 'on imagine que le spectre est analysé au
moyen de'n = W/Af circuits de bande passante Af accordés sur les différentes
régions du spectre, la bande Af de ces circuits doit étre de Pordre de grandeur
de t/T au plus afin que la durée d’¢tablissement du régime permanent dans ces
circpits soit au plus égalea T. Dans le plan S, £, la zone d’incertitude de loca-
lisation d’un point figuralif est donc un rectangle de base Af et de hauteur .
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Abstract

WILLIAM G. TULLER

W, G TULLER

A general analysis based upon information theory and the math\
smatical theory of probability is used to investigate the fundamental
principles involved in the transmission of signals through a back-
ground of random noise. Three general theorems governing the probabil-~
ity relations between signal and noise are proved, and one 1s applied
to investigate the effect of pulse length and repetition rate on radar
range. The concept of 'generalized selectivity" is introduced and it
is ghown how and why extra bandwidth can be used for nolse reduction.
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CODING AND DECODING : TURBO-CODES (i
Claude Berrou, Alain Glavieux and Punya Thitimajshima
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Hitustration 4 : Un exemple de turbocode - ‘ [ f f
20 d'origlnge L é&efe. eS X/ (l Q,“bteaL-'A

= @ dor. pehls codes
. Carveluftfs , A

permutation Sortie ( A € dd ¢ A

temporelle

———

qle ds woly eAvlis

AL &ﬁ&»%b\&k J
st AR —\fﬂ‘f de F{ul hay B8

Bt 2 b3

{c) Futura-sciences.com 4
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y-nutledezcodalrs.lnpwni&!foissuivmtsonordremm]pulecode\raupéﬂew.ladmvim fois dans. wg c AL [ {LM

un ordre bouleversé, par le codeur inférieur. Les redondances (Y, et Z,) forment deux messages {Y} et {Z}
— \
Vedicaly (eferTuRBol)

synonymes de la séquence d'entrée {d}, qui est également transmise en tant que séquence {X}.
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